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Many of these services can be accessed
from mobile devices, such as tablets and
smartphones.

A recent study [1] showed that
—7 O smartphone sales reached
the sum of 225 million units just in the

second quarter of 2013

Update: more than 300 million in the second quarter of 2014!
(http://www.idc.com/getdoc.jsp?containerld=prUS25037214)
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However, does commonly used
authentication mechanisms provide enough
security to them?

Moreover, does people use these
authentication mechanisms?




A study on security of mobile devices [2] showed a worrying

number: only 13% of the participants used PIN or visual code.



A study on security of mobile devices [2] showed a worrying
number: only 13% of the participants used PIN or visual code.

The main reason given was that, without authentication, it is
faster to use the device.




Accelerometer

Biometrics
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Accelerometer
Biometrics

This technology can be used without
interrupting user activities.
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As it is behavioural technology, it may be subject to
changes over time (concept drift).

Question: does user behaviour changes over time on

accelerometer biometrics using smartphone data? If so, how
does it affect user recognition performance?

* This study investigates the user recognition performance over

time using accelerometer data, considering a data stream context;

* Some mofications to a previous adaptive algorithm are also
presented and evaluated.
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Immune positive selection [Stibor and Timmis, 2005]

(figure adapted from [Pisani, 2012]).




Self-Detector: Adaptive Model
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Self-Detector: Growing*

Initial training
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*uses ideas from [Kang et al. 2007] and
[Giot et al. 2012b].

Stores new patterns (new
detectors), but also keeps

old patterns (detectors
from the initial training).

Detector generated from a positive
example correctly classified as
positive.

Detector generated from a negative
example incorrently classified as
positive.
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Self-Detector: Sliding*
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*uses ideas from [Kang et al. 2007] and

[Giot et al. 2012b].

Only keeps newest

patterns (new detectors)

Detector generated from a positive
example correctly classified as
positive.

Detector generated from a negative
example incorrently classified as
positive.
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Self-Detector: Usage Control*

Initial training
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Addition/Removal of detectors is

determined by their usage.

Detector generated from a positive
example correctly classified as
positive.

Detector generated from a negative
example incorrently classified as
positive.

18



Self-Detector: Usage Control*

Recent usage
count:

Usage count:

36

Just the first detector which recognizes
the example is considered used.

Adaptation may occur if only one
detector recognizes the example.

Usage Control x Usage Control S

Any detector able to recognize
the example is considered used.

Adaptation is only performed if at
least two detectors can recognize
the example (higher confidence).

19



1.
Introduction

2.
Immune Positive
Selection and

Proposal

3.
Experimental
Results and

Conclusion

20



Experimental Setup

» Datasets (only users with #examples >= 100,
action=walking):

= Activity Prediction (Dataset A): 36 users and a total of 10,591
examples;

o Actitracker (Dataset B): 131 users and a total of 29,190
examples.

= Evaluation: as shown in the figure below.

30% negatives
70% positives

i
[ . \ -
| Supervised phase Unsupervised phase

. . .. Test/Adaptation
Training (only positive) (positive andpnegative)

Data stream

>
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Experimental Setup

Classification algorithms:

Self-Detector (static)
Self-Detector: growing and sliding — ideas from [Kang et al., 2007]

OCSVM [Scholkopf et al., 2001]
OCSVM: growing and sliding — ideas from [Kang et al., 2007]

Usage Control
Usage Control S (more rigorous adaptive method)
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Experimental Results

OCSVM:

Similar performance
with and without
adaptation — high
FRR;
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Experimental Results

Usage Control:

Low FRR and high FAR;
Usage Control S:
better balance
between FAR and FRR.
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Experimental Results

Correlation
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Experimental Results
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Experimental Results

Suggest behaviour change: adaptive

methods improve performance.
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Experimental Results

Sharp behaviour change for user 3:
adaptive methods improve performance,
but Sliding and Usage Control were better
than Usage Control S.
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Conclusion

» The analysis conducted in this study suggests
that behaviour change occurs in accelerometer
biometrics data, but not for all users.

= Additionally, Usage Control S improved all rates
over the non-adaptive Self-Detector, indicating
that it is suitable for accelerometer biometrics.

30



Adaptive Algorithms in Accelerometer Biometrics

= Universidade de Sao Paulo

(USP)

O

Instituto de Ciéncias
Matematicas e de
Computacao (ICMQ)

» Acknowledgements:

m}

(m}

FAPESP
CAPES

Paulo Henrique Pisani
Universidade de Sao Paulo

phpisani@icmc.usp.br

Ana Carolina Lorena
Universidade Federal de Sao Paulo

aclorena@unifesp.br

Andre C. P. L. F de Carvalho
Universidade de Sao Paulo

andre@icmc.usp.br

31



References

[1] Gartner, “Gartner says smartphone sales grew 46.5 percent in second quarter of 2013 and exceeded feature phone sales for first time,” 2013.
[Online]. Available: http://www.gartner.com/newsroom/id/2573415

[2] F. Breitinger and C. Nickel, “"User survey on phone security and usage,” in BIOSIG, 2010, pp. 139-144.

[31S. Sprager and D. Zazula, “A cumulant-based method for gait identification using accelerometer data with principal component analysis and
support vector machine,” WSEAS Trans. Sig. Proc., vol. 5, no. 11, pp. 369-378, Nov. 2009.

[4] Kaggle, “Accelerometer biometric competition,” 2013. [Online]. Available: https://www.kaggle.com/c/accelerometerbiometric-competition
[511. Zliobaite, “Learning under concept drift: an overview,”
Vilnius University, Tech. Rep., 2009.

[6]1P. H. Pisani, A. C. Lorena, and A. C. P. de Leon Ferreira de Carvalho, “Algoritmos imunol’ogicos adaptativos em din"amica da digitac, “ao: um
contexto de fluxo de dados,” in Anais do X Encontro Nacional de Inteligncia Artificial e Computacional - ENIAC, 2013.

[71J. Kwapisz, G. Weiss, and S. Moore, “Cell phone-based biometric identification,” in Biometrics: Theory Applications and Systems (BTAS), 2010
Fourth IEEE International Conference on, Sept 2010, pp. 1-7.

[8]1 C. Nickel, T. Wirtl, and C. Busch, “Authentication of smartphone users based on the way they walk using k-nn algorithm,” in Intelligent
Information Hiding and Multimedia Signal Processing (IIH-MSP), 2012 Eighth International Conference on, July 2012, pp. 16—20.

[9] M. Derawi and P. Bours, “Gait and activity recognition using commercial phones,” Computers & Security, vol. 39, Part B, pp. 137 — 144, 2013.

[10] Z. Zhang, M. Hu, and Y. Wang, “A survey of advances in biometric gait recognition,” in Biometric Recognition, ser. LNCS, Z. Sun, J. Lai, X. Chen,
and T. Tan, Eds. Springer Berlin Heidelberg, 2011, vol. 7098, pp. 150-158.

[12] D. Matovski, M. Nixon, S. Mahmoodi, and J. Carter, “The effect of time on the performance of gait biometrics,” in IEEE Int. Conf. on Biometrics:
Theory Applications and Systems (BTAS), 2010, pp. 1-6.

[12] D. Mena-Torres and J. S. Aguilar-Ruiz, “A similarity-based approach for data stream classification,” Expert Systems with Applications, vol. 41, no.
9, PP- 4224 — 4234, 2014.

[13] T. Stibor and J. Timmis, “Is negative selection appropriate for anomaly detection,” ACM GECCO, pp. 321—328, 2005.

32



References

[14] R. Giot, C. Rosenberger, and B. Dorizzi, “Hybrid template update system for unimodal biometric systems,” CoRR, vol. abs/1207.0783, 2012.

[15] P. Kang, S.-s. Hwang, and S. Cho, “Continual retraining of keystroke dynamics based authenticator,” in Advances in Biometrics, ser. LNCS.
Springer Berlin / Heidelberg, 2007, vol. 4642, pp. 1203—1211.

[16] T. Scheidat, A. Makrushin, and C. Vielhauer, “"Automatic template update strategies for biometrics,” Otto-von-Guericke University of
Magdeburg, Germany, Tech. Rep., 2007.

[17]1J. R. Kwapisz, G. M. Weiss, and S. A. Moore, “Activity recognition using cell phone accelerometers,” SIGKDD Explor. Newsl., vol. 12, no. 2, pp. 74—
82, Mar. 2011.

[18]J. W. Lockhart, G. M. Weiss, J. C. Xue, S. T. Gallagher, A. B. Grosner, and T. T. Pulickal, “"Design considerations for the wisdm smart phone-based
sensor mining architecture,” in Proceedings of the Fifth International Workshop on Knowledge Discovery from Sensor Data, ser. SensorKDD '11. New
York, NY, USA: ACM, 2011, pp. 25-33.

[19] S. Preece, J. Goulermas, L. P. J. Kenney, and D. Howard, “A comparison of feature extraction methods for the classification of dynamic activities
from accelerometer data,” Biomedical Engineering, IEEE Transactions on, vol. 56, no. 3, pp. 871-879, March 2009.

[20] P. H. Pisani, “Algoritmos imunol‘ogicos aplicados na detecc, “ao de intrus“oes com din“amica da digitac, "ao,” Master’s thesis, Universidade
Federal do ABC, 2012.

[21] B. Sch”olkopf, J. C. Platt, J. C. Shawe-Taylor, A. J. Smola, and R. C. Williamson, “Estimating the support of a highdimensional distribution,”
Neural Computation, vol. 13, no. 7, pp. 1443-1471, Jul. 2001.

[22] C.-C. Chang and C.-J. Lin, "LIBSVM: A library for support vector machines,” ACM Transactions on Intelligent Systems and Technology, vol. 2, pp.
27:1-27:27, 2011, software available at http://www.csie.ntu.edu.tw/ ¢jlin/libsvm.

[23] C.-W. Hsu, C.-C. Chang, and C.-J. Lin, “A practical guide to support vector classification,” 2010, department of Computer Science, National
Taiwan University, Taipei, Taiwan.

[24] L. Al Shalabi and Z. Shaaban, “Normalization as a preprocessing engine for data mining and the approach of preference matrix,” in
Dependability of Computer Systems, 2006. DepCos-RELCOMEX ‘06. International Conference on, 2006, pp. 207 —214.

[25]J. Dem”sar, “Statistical comparisons of classifiers over multiple data sets,” J. Mach. Learn. Res., pp. 130, 2006.

33



