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Experimental Results 

Adaptive Self-Detector: Usage Control 2 

The main contributions of this study are: 
 Proposal of improvements over current adaptive algorithms (Usage Control 2 and IDB); 
 Study of the behaviour of static and adaptive algorithms in a data stream context, showing their predictive performance over time; 
 Detailed analysis on the behaviour of these algorithms over time under different aspects. 

Datasets 

Figures used here are either from the paper or were designed specifically for this poster (except the first figure, which has an explicit citation). 
All references used in this study are specified in the full paper at IJCNN 2015: “Adaptive Approaches for Keystroke Dynamics”. 

Keystroke Dynamics 

Keystroke dynamics attempts 
to recognize users by their 
typing behaviour. In order to 
do that, time differences can 
be used, as shown below: 

Time
Key 1 Key 2 Key 3

flight time flight time

Figure from: P. H. Pisani, A. C. Lorena, and A. C. de 
Carvalho, “Adaptive positive selection for keystroke 
dynamics,” Journal of Intelligent & Robotic Systems, 
pp. 1–17, 2014. 
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Adaptive Self-Detector model studied in [Pisani et al., 2014]. Standard (non-
adaptive) Self-Detector does not have the Adaptation step. This work modified 
the Adaptation step, named as Usage Control 2 in this paper. 

Usage Control 2 
keeps changing the 
amount of detectors 
over time. 

Self examples

Save self 

examples as 

detectors

Detectors 

Set

Any detector 

match input?
Input example Self

Non-self

Yes

No

Training

Matching

Adaptation

10 5 0 7...

Usage Control 2

Set recent usage of used 

detector to Max value

Add input example as a new 

detector

Remove all detectors with 

recent usage=0

Decrease usage count of all 

other detectors by 1 

10

+-

Detectors Set

Recent 

usage

Adaptive algorithms have a tendency to obtain lower FRR and to maintain Correlations at a higher value over time (it indicates that the 
user model kept closer to the current user behaviour). Usage Control 2 obtained lower FAR over time (see graph in the paper). 
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