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The main contributions of this study are:

" Proposal of improvements over current adaptive algorithms (Usage Control 2 and IDB);

= Study of the behaviour of static and adaptive algorithms in a data stream context, showing their predictive performance over time;
" Detailed analysis on the behaviour of these algorithms over time under different aspects.

Keystroke Dynamics Adaptive Self-Detector: Usage Control 2
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Input example

GREYC CMU GREY C-Web
No. of users 100 51 35
No. of examples 67.49 400 213.26

(avg per user)
Expression “greyc laboratory”  “.tiebRoanl”  “laboratoire greyc”
+ Enter key
No. of characters 16 11 L7
Age (vears) 19 - 56 18 - 70 19 - 39
Gender (aprox.) 73% (males) / 59% (males) / 71% (males) /
27% (females) 41% (females) 29% (females)

Adaptive Self-Detector model studied in [Pisani et al., 2014]. Standard (non-
adaptive) Self-Detector does not have the Adaptation step. This work modified
the Adaptation step, named as Usage Control 2 in this paper.

Experimental Results

Adaptive algorithms have a tendency to obtain lower FRR and to maintain Correlations at a higher value over time (it indicates that the
user model kept closer to the current user behaviour). Usage Control 2 obtained lower FAR over time (see graph in the paper).
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Figures used here are either from the paper or were designed specifically for this poster (except the first figure, which has an explicit citation).
All references used in this study are specified in the full paper at JCNN 2015: “Adaptive Approaches for Keystroke Dynamics”.
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